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A. [bookmark: _Toc10559876]Network Architecture within the Corporate Environment
[bookmark: _Toc10559877]Addressing for the company assets and user base: 
The research suggested the solution that would address Oilman, Inc.’s network scenario and its customers who would also want access to their network. The company runs four sites, which means that four routers, BRAS and GGSN, which gives six nodes needed in the network. The network connections run on private internet protocol addresses running on layer-3.  The table 1 below summarizes the network requirements for each of the four particular sites;
	Network nodes per connection 
	Layer 3 Connection
	Layer 2 connection

	Number of nodes
	5
	N/A

	Number of Private IP addresses in each node
	0
	N/A

	Number of Public IP addresses in each node
	4
	N/A

	Total Private IP addresses
	0
	N/A

	Private IP Addresses in CIDR
	0
	N/A

	Total Public IP addresses
	20
	N/A

	Public IP addresses in CIDR
	/27
	N/A


 Table 1: IP address allocation 
[bookmark: _Toc10559878]Wide Area Network (WAN) connections
The connectivity that linked all the four branches entails a WAN connectivity whose IP configuration took the following prefixes. 
Number of Wide Area Network connections 	3
Internet Protocol addresses on each WAN 	4
Public Internet Protocol addresses 		20
Public Internet addresses within the CIDR	/27
[bookmark: _Toc10559879]Services offered
Oilman, Inc. prefers the active-standby technique, therefore, every server distinguishes into two physical servers. For the case of VRRP, the servers would require 3 IP addresses each. 
	Service List
	ERP
	Mail
	Web
	DNS

	 Servers
	2
	2
	2
	8

	IP addresses per server
	4
	4
	4
	4

	Private Internet Protocol Addresses
	8
	8
	8
	32

	Private IPs in CIDR
	/29
	/29
	/29
	/27

	Accessibility from the internet
	no
	yes
	yes
	yes

	Public addresses on every server
	0
	3
	3
	3

	Total public IP addresses
	0
	6
	6
	24

	Public IP addresses in CIDR
	0
	/29
	/29
	/27


Table 2: Services
[bookmark: _Toc10559880]End-users
The report categorized the services depending on whether it was an ADSL, VPN, Direct Internet, and Mobile Broadband.
	Category List
	VPN
	ADSL
	MB
	DI

	No. of IP addresses per end user
	14
	1
	1
	8

	No. of end uses per category
	1,000
	30,000
	500,000
	300

	No. of public IP addresses per user
	0
	1
	1
	8

	Total private IP addresses
	14,000
	30,000
	500,000
	2,400

	Private IP addresses in CIDR
	/18
	/17
	/13
	/20

	Total public IP addresses
	0
	30,000
	500,000
	2,400

	Public IP addresses in CIDR
	0
	/17
	/13
	/20


Table 3: End-users
[bookmark: _Toc10559881]Routing logic for the organization
OilMan Inc.’s most preferable routing logic is scalability. The network must expand and contract evenly because more devices would be increased into the network over time. The firm must prepare on how to enhance their IP subnets to accommodate most if not all people who require access to their networks. The scalability might, however, impact the relative speed of the internet because the more the devices connected the lesser the speeds of the internet.
[bookmark: _Toc10559882]Performance components and protocols 
Oilman, Inc. relies on its information technology system and network to drive its key business activities. According to Robertazzi, (2017), the network and information system also requires the database to store and update their activities. The database requires Oilman, Inc.’s server to guide and control their activities. The network performance relies on the maintenance which the network resources undergo after installation and commissioning. The obsolete network resources require replacement otherwise they might even compromise the network security. 
[bookmark: _Toc10559883]Basic Security Mechanisms 
Attackers use multiple vulnerabilities, therefore, no single security technique might protect Oilman, Inc. from the risk of attack. Implementing different network security measures to operate in tandem would give the company comprehensive protection other than reliance on a single protective measure. For instance, a firewall would safeguard the company’s network against intruders by protecting all information that enters or leaves the network and the people who can access them. According to Anniss, (2015), latest antivirus software with updated virus definitions enables the company to eliminate malware and Trojans from the network. Installing intrusion detection systems also let the firm 

B. [bookmark: _Toc10559884]Relationships That Exist With Service Providers

[bookmark: _Toc10559885]ISP services for internet browsing
OilMan Inc. deserves to choose from any of the top internet service providers in the United States. For the sake of the case, the study proposed AT & T Internet services to assure the company of unlimited 300 Mbps of internet. . Robertazzi, (2017) suggested that the company is well renowned and runs several subsidiaries, making it a suitable alternative from which they might source internet services. Oilman, Inc. might request for the additional bandwidth that meets their network requirements if the current ones no longer serve them appropriately. 
[bookmark: _Toc10559886]WAN connectivity for inter-company services

The three branches require wide area connectivity to link with the headquarters. The wide area network connectivity makes it possible for the company to exchange data and information to and from any branch. Kizza, (2014) suggested that the wide area network facilitates data transfer over long distances at any given time. The company could also expand its wide area network connectivity to encompass the future branches if they intend to expand. The present network connectivity offers a high level of flexibility that is recommended for such big networks. 
[bookmark: _Toc10559887]Disaster Recovery Solution 
Upon having a successful network installation, OilMan Inc. needs to have resources that keep the network up and running 24/7 for the entire year, since it relies on communication and constant information sharing. Robertazzi, (2017) explained that hackers would watch out for weaknesses in the network. The company must have a disaster recovery plan in place that would keep them running even when under such attacks. Intrusion detections, firewalls, access controls, and virus protection are the main methods which the firm might rely on to safeguard and ensure continuity should things go against their plans. 
C. [bookmark: _Toc10559888]Determine the Appropriate Architectural Model

[bookmark: _Toc10559889]Determine the topological model design
OilMan Inc. deserves a hybrid network topology that would connect its headquarter to its other three branches.  Kizza, (2014) opined that the branches might link through a star-bus or a star-ring topology. The complex needs of the company might not be met through a single network topology design. Apart from the wired network topology, the wireless design is needed to let the firm gain the desired flexibility and enhanced fault tolerance. It is easy to add or eliminate nodes within the network. 
[bookmark: _Toc10559890]Determine flow-based model opportunities
Proper implementation of the flow-based model would let the firm attain its intended business and communication goals. The first step entails setting goals that are relatively achievable in a given period. The firm ought to focus their concentration to ensure a seamless workflow. Seeking feedback from the network makes it possible to identify the challenges within the network. Job crafting among other strategies aimed at making the workplace satisfying to the employees. Coaching the staff and improving their skills is important. 
[bookmark: _Toc10559891]Evaluate functional model capabilities
The most applicable functional capability model is a simple dependency. Oilman, Inc. relies on its information technology system and network to drive its key business activities. According to Kizza, (2014), the network and information system also requires the database to store and update their activities. The database requires Oilman, Inc.’s server to guide and control their activities. Oilman, Inc. deals with critical data and information on a daily basis, and they must treat them with the highest confidentiality. The gathered information must get protected all the time within and outside the network for it to remain meaningful.
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